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3aeucum om HAC!

IMamsaTka 1Js1 poauresieii 00 HHPOPMALMOHHOMH 0€30M1ACHOCTH JIeTel

Omnpenenenue TepMuHa «WH(POpMaIMOHHAs OE30MACHOCTh JIETEH» COJCPKUTCA B
®denepansaoM 3akoHe Ne 436-D3 «O 3amure nereit oT nHGOPMAIUU, TPUIHHSIONIEH Bpe UX
3I0POBBI0 U DPAa3BUTHIO», PETYIUPYIOIIMM OTHOILIEHUS, CBSI3aHHBIE C 3aIUTON JeTell oT
uH(popMaLKY, TPUYUHSIONIEH Bpe UX 3M0pOBBIO U (1K) pa3BuThi0. COrllacHO TaHHOMY 3aKOHY
«uH(popManrioHHas 0e30MacHOCTh JETe» - 3TO COCTOSHUE 3alIUIIEHHOCTH, MPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NMpUYMHEHHWEM HH(oOpManuel BpeAa UX 3J0pPOBBIO U (WIIN)
¢buznyecKomMy, ICUXUYECKOMY, TyXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B

cuny ®DenepanbHoro 3akoHa Ne 436-O3 wuHpopManuen, NPUIUHSIONIECH Bpes

3I0pPOBBIO U (WJIN) Pa3BUTHIO JI€TEH, SIBISIETCA:

1.
2.

3.

8.
9.

uHpOpMaIHs, 3apeieHHast Uil pacpoCTPaHEHHs CPeIu JIeTeH;

uHpOpMalMsi,  pPacOpoCTpaHEHHWE  KOTOPOW  OTpaHMYCHO  Cpeau  JieTeid
OTIPEJIETICHHBIX BO3PACTHBIX KaTETOPHHA.

K undopmanuu, 3ampemeHHoi i pacipoCTpaHeHHs CPpein 1eTel, OTHOCUTCS:

uHpopManus, noOyxaromas AeTeil K COBEPUICHUIO JISHCTBHMH, MPEICTABISIONINX

yrpo3y MX JKU3HU U (M) 370pPOBBIO, B T.4. IPUYMHEHUIO BPE/a CBOEMY 3JI0POBEIO,

caMOyOUHCTBY;

CIIOCOOHOCTh BBI3BaTh Yy JETEH JKelaHWEe YINOTPEOUTh HAPKOTHYECKUE CPEICTBa,

NCUXOTPONHbIE W (MJM) OJYpMaHHMBAIOIIME BEIIECTBA, TabauHble W3ICIHS,

AIKOTOJIBHYIO M CIIUPTOCOJCPIKAIIYI0  MPOAYKIHMIO, THUBO W  HAIUTKH,

U3rOTaBJIMBAEMbIE Ha €0 OCHOBE; MPUHATH YYacCTHE B a3apTHBIX MI'Pax, 3aHUMATbCs

MIPOCTUTYLIMEH, OPOASIKHUYECTBOM WM MONPOIIAHUYECTBOM;

00OCHOBBIBAIOIIAss WJIM ONpaBAbIBaIOLIasl JONYCTUMOCTb HAacWiIUs U (WJIH)

KECTOKOCTH JINOO NOOYXKJaromias OCYIIECTBIATh HACHJIBCTBEHHbIE IEHCTBHUS 110

OTHOILIEHHIO K JIFO/IIM U )KUBOTHBIM;

oTpHLatoLIasi ceMeiHble IIEHHOCTH U (OpMHpYIOLIasi HEYBRXKEHUE K POIUTEISIM U

(MnM) ApYruM 4ieHaM CeMbH;

OTIpaB/bIBaOIasl IPOTUBOIPABHOE NIOBECHNUE;

coJiepKaliiasi HeleH3ypHyIo OpaHb;

10. conepaxamas nHGOPMAIHIO TOPHOTPAYUIECKOTO XapaKTepa.



K undopmanuu, pacnpoctpaHeHHe KOTOPOH OTpaHUYEHO CPeaH JETed ONpeAeTIeHHOTO
BO3pacTa, OTHOCUTCS:

1. undopmanus, mpencraBisieMas B BHIE HW300paK€HHs] WM OMUCAHUSA >KECTOKOCTH,
¢usnyeckoro u (WJIM) TCUXUYECKOTO HACWIWSA, TPECTYIUICHUS WIM HWHOTO
AHTHOOIIECTBEHHOI'O ICHCTBHS;

2. BBI3BIBAIOMIAS y JAETEH CTpax, yXac WIH TaHWKy, B T.4. TPEACTaBiIsIeMas B BUIC
M300paKeHUs] WM ONHCAHUS B YHIKAIOIIEH YeIOBEYECKOE JIOCTOMHCTBO (opme
HEHAaCWJIbCTBEHHON CMepTH, 3a0ojeBaHMs, CaMOYOMICTBA, HECYACTHOIO Cilyyas,
aBapuM UM KaTacTpo@bl U (UJIN) UX MOCIEACTBUM;

3. mpencrapnsiemMasl B BUJEC M300paKEHUSI WM OTHMCAHHS TTOJOBBIX OTHOUICHUNA MEXKILY
MYKYMHOU M KEHUIUHOM;

4. copepykamiasi OpaHHbBIE CIIOBA U BBIPAKEHUS, HE OTHOCAIIUECS K HEIICH3yPHOU OpaHu.

C yuetom sToro Bam npeanaratorcst mpaBusia paboThl B ceTu VIHTEpHET A pa3InyHbIX
BO3pPACTHBIX KaTEropuil, COOMIOJEHHE KOTOPBIX MO3BOJIUT 00€CHeYuTh HHPOPMAIIMOHHYIO
0€e30MMacHOCTh BallluX JIETEH.

Obwue npasuna ons pooumerneti

1. HesaBucumo oT Bo3pacTa peOeHKa HCHOJb3YyHTE NpOrpaMMHOE oOecreueHue,
romoraroriee (GUIBTPOBATh M KOHTPOJMPOBATh WH(MOPMANMIO, HO HE TOJaraiTech
MTOJTHOCTHIO Ha Hero. Bare BHUMaHHUe K peOCHKY - TJIaBHBIA METOT 3aIUTHI.

2. Ecmm Bam peGeHOK MMeeT aKKayHT Ha OJHOM M3 COIMaNbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMAaTeNbHO H3y4YHTE, KaKyl0 HH(GOPMALHUIO
MOMENIAIOT €T0 YYaCTHUKH B CBOMX MPOo(miIsax u Oyiorax, BKirovasi poTorpaduu U BUJEO.

3. IlpoBephTe, ¢ KAKUMHU JPYTUMH CalTaMu CBs3aH COLMANIbHBIN cepBHUC Barero pedeHka.
Crpannuku Barmero pebeHka MOTyT ObITh O€30ITaCHBIMHU, HO MOTYT M COJIEPKaTh CCHUIKH
Ha HEXeJaTelIbHbIe W OIACHBIE CANThl (HAmpUMep, MOPHOCANT, WM CalT, HA KOTOPOM
Ipyr YIMOMHHAeT HOMEp coToBoro TeiedoHa Bamero pebenka wim Bamr momarHuMit
azapec)

4. Tloompsiite Bammx nmereld coobmars 000 BCeM CTPaHHOM WJIM OTTAJIKUBAIOUIAM U HE
CJIMIIKOM OCTPO pearupyiTe, KOrja OHU 3TO AENaroT (U3-3a OMaceHUs MOTEePATh AOCTYI K
WNuTepHery neTd HE TOBOPAT POIUTENSIM O MpodiieMax, a TakKe MOryT Hadarh
UCI0JIb30BaTh VIHTEpHET BHE I0Ma U IIKOJIbI).

5. byapTe B Kypce cereBoil xku3HM Bamero pebenka. MHTepecyiiTech, KTO HX JIPY3bs B
WuTepHeT Tak ke, Kak HHTEPECYETeCh PeaIbHBIMU IPY3bsIMHU.

Boszpacm om 7 0o 8 nem

B HHrepHere peOCHOK cTapaeTcsi MOCETUTh TE€ WIM WHBIC CalThl, & BOBMOXKHO M YaThl,
paspelicHre Ha MOCEIICHUEe KOTOPHIX OH HE MOJy4us Obl oT pomurteiei. [loatomy pomutensm
0COOCHHO TIOJIE3HBI OyIyT TE€ OTYETHl, KOTOPhIC MPEIOCTABJISAIOTCA IMPOTrPaMMaMH IO
OTPaHUYCHUIO HWCNOJb30BaHUs WHTepHeTa, T. €. Poaurenbckuii KOHTPOJb WIM TO, YTO BEHI
CMOJKeTe YBUIETh BO BpeMeHHbIX (paiimax. B pesymnbTare, y pebeHka He OyAeT ONIYIIEeHHUS, YTO
3a HUM BEAETCS MOCTOSIHHBIM KOHTPOIIb, OJTHAKO, POAUTENU OYAyT MO-TIPEeKHEMY 3HaTh, KaKkue
cailThl mocemnaeT ux pedeHok. JleT B TaHHOM BO3pacTe 00JaJaroT CHIBHBIM YyBCTBOM CEMBH,
OHM JIOBEPUMBHI U HE COMHEBAIOTCS B aBTOopuTerax. OHHM JIOOAT UrpaTh B CETEBbIE HIPHI U
MyTenecTBOBaTh Mo MHTEpHETY, UCIONB3YS AIEKTPOHHYIO MOYTY, 3aXOJUTh HA CAalThl U YaThl,
HE PEKOMEHIOBaHHBIE POIUTEISIMH.

Cogertsl 1o Oe3omacHoCTH B ceTd MHTepHeT 11 Aeteit 7-8 ner
1. Co3pgaiiTe CIMCOK JOMAILTHUX MpaBWII MocelleHus VIHTepHeTa Npu yd4acTuH JeTed U
TpeOyiiTe ero BhIMOJIHEHHS.



ok~

10.
11.

12.

13.

14.

Tpebyiite ot Bamero peGenka coOIr0AEHUS BPEMEHHBIX HOPM HAXOXKICHHS 32
koMmribroTepoM. [lokaxure pebeHky, uro Bel HabOmr0MaeTe 32 HUM HE MOTOMY 4TO Bam
3TO XOueTcs, a MOTOMy uTo BbI GecriokonTech 0 ero 0€30MacHOCTH U BCET/1a TOTOBBI
€My [IOMOYb.

KomnbroTep ¢ noakmoueHneM Kk MHTepHETY JOKEH HaXOJUThCs B 0OIIEH KoMHaTe
IIOJ MPUCMOTPOM POAUTEIICH.

Hcnons3yiiTe crienuaibHble JETCKUE MOMCKOBBIE MAIIIMHBI.

Wcnonb3yiiTe cpeacTBa OIOKMPOBAaHUS HEKEIATEIbHOTO KOHTEHTA KaK JOMOJIHEHUE K
cTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

Co3zpmaiite ceMeWHbIH SJIEKTPOHHBIN AWK, YTOOBI HE TO3BOJMUTH JIETSIM HMETh
coOCTBEHHBIC ajpeca.

brnokupyiite noctyn kK caiitam ¢ OeCIUIaTHBIMU MOYTOBBIMH SIIIUKAMU C TTOMOILBIO
COOTBETCTBYIOIETO TPOrPAMMHOT0 OOECTIeUeHUsl.

[Ipuyunte nereir coBeroBaThcs ¢ Bamu mnepen omyOnuMKoBaHHEM KakoH-1HO0
nH(pOpMaLlUK CPEICTBAMHU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (HOPM U
npoduiient.

Hayuute nereii He 3arpyxaTh (Qaiifipl, mporpaMMbl WIM MY3bIKy 0€3 Ballero
COTJIaCHS.

He pazpemaiite geTsiM HCTIOB30BaTh CIIY>KObI MTHOBEHHOTO OOMEHa COOOIIEHUSMH.
B «0enbiit» cmucok calToB, pa3pelIeHHBIX IS TOCEIICHHsI, BHOCUTE TOJIBKO CANTHI C
XOpOIIEH peryTanuei.

He 3a0biBaiiTe 6ecenoBaTh ¢ 1eThbMHU 00 UX Ipy3bsix B HTepHeTe, Kak eciu Obl peub
11712 O APY3bSIX B PEATbHOMN KU3HHU.

He nenaiite «taGy» M3 BOIPOCOB TOJIOBOH KU3HH, Tak Kak B IHTepHETe IeTH MOTYT
JIETKO HAaTKHYTbCS Ha MOPHOTPadUIO WIH CAaNTBI «UISl B3POCIBIX).

[Ipuyunte Bamero pebeHka cooOmarh BaM O JIIOOBIX yrpo3ax WM TPEBOTAX,
cBsa3aHHbIX ¢ HTepHeToM. OcTaBaiiTech CIOKOMHBIMU M HAIIOMHUTE JETSM, YTO OHU
B 0€30macHOCTH, €ClIM CaMH paccKazajd BaM O CBOUX TpeBorax. lloxBaiuTe ux u
MTOCOBETYHUTE MOJIONTH €I1Ie pa3 B MOJOOHBIX CIydasX.

Bospacm oemeti om 9 0o 12 nem

B manHOM BO3pacTe neTH, Kak MPaBWIIO, YK€ HACIBIIIAHBI O TOM, Kakas WHGOpMaIus
cymectByer B MHTepHere. COBEpIICHHO HOPMAJILHO, YTO OHHU XOTST 3TO YBHJETh, IPOYECTH,
yenbimark. [Ipy 3TOM HY)XKHO MOMHHTB, YTO JIOCTYI K HEKEJIATEIbHBIM MaTephallaM MOXHO
JIETKO 3a0JIOKMPOBATH TP MIOMOIIH CPEJCTB POIUTEIHCKOTO KOHTPOJIS.

CoseTbl 10 0e3011acHOCTH 1A eTeit oT 9 no 12 ner

1.

2.

Co3paiite CMCOK JOMAIIHUX MPaBWI NoceuleHus VHTepHeT npu yyacTHu JAETed U
TpeOyiiTe ero BBIOJHEHHUS.

TpeOyiiTe ot Bamero peGenka coOI0AeHUS HOPM HAX0XKACHUS 32 KOMITBIOTEPOM.
Habmronaiite 3a pebeHKOM Ipu paboTe 32 KOMIBIOTEPOM, MOKAKUTE €My, 4TO BbI
0ecroKouTeCh 0 ero 6€30MacHOCTH U BCETja TOTOBBI 0Ka3aTh €My IMOMOIIIb.
Kowmmbrotep ¢ moaxmoueHneM B MHTEpHET MODKEH HAaXOIWTHCS B OOIIEel KOMHATe
MO/ MPUCMOTPOM POAUTEINIEH.

Hcnonb3yiiTe cpeacTBa OIOKHPOBAHUS HEXKENATEILHOTO KOHTEHTA KaK JTOTIOJTHEHHUE K
CTaHAapTHOMY PoAMTENbCKOMY KOHTPOJIIO.

He 3a0piBaiiTe mpuHUMaTh HEMOCPEICTBEHHOE yUacTHe B )KU3HU pebeHka OecenoBaTh
¢ netbMu 00 uX Opy3bsax B MHTEepHETE.

HacrauBaiiTe, 4TOOBI IETH HUKOT/Ia HE COTJIANIATKCH Ha JTHYHBIE BCTPEUH C JPY3bSIMH
o MurepHery.

[To3BonstiiTe AeTsM 3aXOJIUTh TOJBKO HA CAWThI U3 «OEIOro» CIUCKA, KOTOPBIN
CO3/1aiiTe BMECTE C HUMHU.



9. IlpuyuuTte pgeTel HHUKOTAa HE BbIIABAaTh JIMYHYIO HH(POPMALHUIO CPEACTBAMHU
AJIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOIICHUSIMHU,
PETrUCTPAIMOHHBIX (OPM, JTUYHBIX NPOGHUIEH M MPH PErUCTPAllMM HA KOHKYPCHI B
HNHurepHere.

10. Ilpuyunte nereil He 3arpyxarb mporpammbsl 0e3 Bamero paspemenus. OObsicHUTE
UM, 4YTO OHM MOTYT CIy4yallHO 3arpy3uTh BUPYCbl WM JAPYro€ HEXKelnaTeabHOoe
porpaMMHOE oOecreueHue.

11. Co3paiite Bamemy peOeHKYy OIpaHMYEHHYIO YYETHYIO 3alluch s paboThl Ha
KOMIIBIOTEPE.

12. Ilpuyunte Bamero pebGenka cooOmare BaM O JIIOOBIX Yrpo3ax WM TPEBOrax,
cBsizaHHBIX ¢ MHTepHETOM. HanoMHuTe AeTsiM, 94TO OHU B 0€30MaCHOCTH, €CIIH CaMHU
pacckazaii BaM O CBOMX TPEBOTraX U ONACEHUsIX.

13. PacckaxuTte netsm o nmopHorpaduu B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JIETH MIPEIOCTABIISIIN BaM JIOCTYIT K CBOEH AJIEKTPOHHOM
MOYTe, YTOOBI BBl YOSIUIIUCh, YTO OHU HE OOIIAIOTCSA ¢ HE3HAKOMIIAMH.

15. O6bsicuuTe  AeTaM, 4YTO HENb3d UCHOJB30BaThb CETh I XYJUTAHCTBA,
pacnpoCTpaHeHus CIUIETEH WIH yTpo3.

Bospacm oemeti om 13 0o 17 nem

B sToMm Bo3pacTe MOAPOCTKH AKTHUBHO HCIOJB3YIOT MOUCKOBBIE MAIUHBI, TOJIB3YIOTCS
AIIEKTPOHHOW MOYTOM, CIyk0aMyU MTHOBEHHOTO OOME€Ha COOOIICHMSIMH, CKauWBAaIOT MY3BIKY U
¢uibMbl. ManpunkaM B 3TOM Bo3pacTe OOJbllle MO HpaBy CMETaThb BCE OTpaHUYEHHS, OHU
KaKIyT rpyoOro roMopa, a3apTHBIX MI'P, KAPTUHOK <«(UIsl B3POCIHBIX». [|eBOUKHM MpearnoYynuTaoT
o0marecs B daTax, NpPU 3TOM OHU Tropa3fo OoJjiee UYyBCTBUTENBHBI K CEKCYaJbHBIM
noMoratenscTBaM B MiHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POJUTENSIM YK€ BEChbMa CIOXKHO KOHTPOJIHPOBATH CBOMX
neTel, Tak kak 00 VHTepHeTe OHU y)Ke 3HAIOT 3HAUUTEIBHO OO0JbIIIe CBOMX poauTenieid. Tem He
MEHee, He OTIyCKalTe neTel B «CBOOOmHOE TutaBaHue» 1o MurtepHery. CrapaiiTech aKTHBHO
y4acTBOBaTh B oOuieHNH pedberka B MHTepHere.

Baxxno mo-npexHemy crtporo coOmonate mnpaBuia MHTepHeT-Oe30macHOCTH -
COTrJIallieHue MEXIYy pOAUTEIsIMH U AeTbMU. Kpome Toro, HeoOXOOMMO KaK MOXKHO 4Yalie
MpOCMAaTpUBaTh OTYETHI O JAesATenbHOCTH aeredt B MuTepuere. Crenyer oOpatuth BHUMaHUE Ha
HEO0OXOIMMOCTh COJIEpXKAHUS POIUTENLCKUX MapoJjeil (maposield afMUHUCTPATOPOB) B CTPOTOM
CeKpeTe U 00paTUTh BHUMAHHE HA CTPOTOCTh ATHX HapOJIeH.

CoBeTsl 110 0€30IMacCHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. CozpaiiTe cnucok JOMAalIHUX TpaBUl mocelieHus VHTepHeTa mNpu  ydacTuu
MOAPOCTKOB U TpeOyiiTe 0e3ycnoBHOro ero BbIMoJgHeHUs. OOroBopute ¢ peGEHKOM
CIIMCOK 3allpelieHHBIX CAWTOB («YEpPHBIM CIHCOK»), Yachkl paboTel B MHTEepHETE,
PYKOBOJICTBO 10 0011eHuto B UHTepHeTe (B TOM YHCIIE B 4aTax).

2. KommbpioTep ¢ MOJKIIOYEHHEM K ceTh HHTepHEeT IOMKEeH HaXOAWUTbCs B 0OIIei
KOMHATe.

3. He 3a0bIBaiiTe OecenoBaTh ¢ OEThbMH 00 UX JIpy3bsix B MIHTepHETe, 0 TOM, 4eM OHU
3aHATBHl TakUM o00pazoM, OyATO pedb HAET O [APY3bSIX B PEATbHON >KU3HH.
CrpamuBaiiTe 0 JIOASX, C KOTOPBIMH JIeTH OOIIAI0TCA TOCPEACTBOM CIIYKO
MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH, YTOOBI YOSUTHCS, UTO ITH JIFOJIU UM 3HAKOMBI.

4. Wcnonw3yiiTe cpencTBa OJIOKUPOBAHMS HEXKENATEIbHOTO KOHTEHTA KaK JIOTOJTHEHHE K
cTaHnapTHOMy PoauTenbckoMy KOHTPOITIO.



5. HeoOxomuMo 3HaTh, KakMMU YaTamMud Toab3yloTcst Bamm geru. [loompsiite
WCIOJIb30BAHNE MOJICPUPYEMBIX YaTOB M HACTaWBaiiTe, YTOOBI AETH HE OOIIAIHUCH B
IIPUBAaTHOM PEXHUME.

6. HacraupaiiTe Ha TOM, 4TOOBI AETH HUKOTJA HE BCTPEUYAIUCH JHYHO C JAPY3bSIMHU U3
cetu MHTEpHeT.

7. llpuyuuTe nereid HE BBIaBaTh CBOIO JIMYHYIO HWHGOPMAIMIO CPEICTBAMU
AIIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOIICHUSIMH,
pETUCTPAIOHHBIX (hOpM, JMYHBIX MPOGMIECH M MPH PErUCTPAllMK HAa KOHKYPCHI B
HHutepHere.

8. Ilpmyuute nereld He 3arpyxaTh mporpammsbl 6e3 Bamero paspemenusi. OO0bscHUTE
UM, 4YTO OHHM MOTYT CIy4yallHO 3arpy3uTh BHUPYCbl WM JAPYro€ HEXelnaTeabHoe
MIPOrpaMMHOE OOeCTeueHue.

9. Ipumyunte Bamero pebeHka cooOmarh BaM O JIOOBIX yrpo3ax WM TPEBOTax,
cBsA3aHHbIX ¢ MIHTepHeTOM. HamoMHuuTe neTsim, 4To OHM B 0€301aCHOCTH, €CIIM CaMu
pacckazaii BaM, O CBOMX Yrpo3ax WM TpeBorax. IloxBamure MX UM MOCOBETYHTE
MOJIOMTH €llle pa3 B MOJAOOHBIX CIydasiX.

10. Pacckaxute nersm o mopHorpadum B MHTepHeTe. [lomMormTe MM 3amIMTUTBCS OT
cnama. HayuumTe mnoapocTkoB He BblIaBaTh B VHTepHETEe CBOEro pealbHOTO
AJIEKTPOHHOTO ajJpeca, HE OTBEYaThb HA HEXeJlaTelIbHbIE MHCbMa U HCIOJIb30BaTh
CHelHalbHbIe TOYTOBbIE (PUITBTPHI.

11. [Ipuyunte cedst 3HAKOMUTHCS C callTaMu, KOTOPbIE MOCEIIAl0T MOAPOCTKH.

12. HayauTe netei yBakaTh IPYTUX B HHTEpHETE. Y OCAUTECH, YTO OHU 3HAIOT O TOM, YTO
MIpaBUJIa XOPOLIETO MOBEIEHUS ACUCTBYIOT BE3/le — JaXKe B BUPTYaJIbHOM MUpE.

13. O0bsicHUTE A€TSIM, YTO HU B KOEM Cllydae Henb3s Hcnoyib3oBaTh CeTh s
XYJIMTaHCTBA, PACIIPOCTPAHEHUS CIUIETEH WIH YTPO3 IPYIHM JIFOISIM.

14. O6cyauTe ¢ MOAPOCTKAMHE MPOOJIEMBI CETEBBIX a3apTHBIX UTP M MX BO3MOXKHBIN PHCK.
Hanomnwute, 4T0 A€TH HE MOTYT UI'PaTh B 3TU UTPBI COTIACHO 3aKOHY.

[TocTrossHHO KOHTpONMpYWTEe Hcmojb3oBaHue MuTepHera Bammm pebGenkoMm! Dto He

HapylIeHHE ero JMYHOTO MPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTU U mMposiBieHue Bameit
POUTENBCKOM OTBETCTBEHHOCTH U 3a00THI.

IIOMHUTE O HAIIINX COBETAX

N TOI'TA UHTEPHET CTAHET BAIIINM
HAJEKHBIM U I1OJIE3HbI




IMamsaTka 11 o0yqaromuxcst 00 ”HGOPMALMOHHOI 0e30I1acCHOCTH JeTel

HEJIb34
1. Bcem mopapsa cooOmaTh CBOK 4YacTHYIO HHMOpManuio (HacTosmue ums, (amMuIni,
tenedoH, aapec, HOMep IIKOJIBI, a Takke GoTorpaduu cBOU, CBOCH CEMbU U Jpy3ei);
2. OTKpBIBaTh BIIOKEHHBIE (QaiiiIbl HJICKTPOHHOH MMOYTHI, KOTAA HE 3HACIITH OTIPABUTEIIS;
3. I'pyOuts, mpuaupaThCs, OKa3bIBaTh NABICHNE — BECTH CE€0sl HEBEXKIIMBO U arpeCCUBHO;
4. He pacnopspkaiics AeHbraMH TBOEH ceMbu 0€3 pas3pellieHdsl CTapiiux — BCEraa
CIpalvBay poaUTENEH;
5. He Bcrpeuaiics ¢ lHTepHET-3HAKOMBIMM B pEalbHOM KU3HU - IIOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JOBEPSELIb.
OCTOPOXHO
1. He Bce numyt npasay. Yuraems o cede Henpasny B MHTepHeTe — cooOmu 00 3ToM
CBOUM POJUTENSM WU OTIEKYHaM;
2. TlpurnamaroT nmepenucrBaThCs, UTPaTh, 0OMEHUBATHCS — MIPOBEPH, HET JIU TTOABOXA,;
3. HezakonHoe xormmpoBanue (aitioB B IHTEpHETE — BOPOBCTBO;
4. Bcerma pacckasbpiBail B3pOCIBIM O MPO0OJIeMax B CETH — OHH BCETIa TOMOTYT;
5. Hcnonw3yit HacTpoWkH O€30MacHOCTH W MNPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOU
aKKaYHTBI B COIICETSIX U IPYT'HX MOpTaiax.
MOXHO
1. VYBaxail npyrux noyip3oBaresei;
2. Tlonw3yembcst THTEpHET-UCTOYHUKOM — JieJIail CCHUIKY Ha HETO,;
3. OTKpbIBaii TOJBKO T€ CCHIIKU, B KOTOPHIX YBEPEH;
4. OOmaTbcs 3a MOMONIBIO B3POCIBIM — POJUTENH, ONEKYHbl M aJIMHHHUCTpAIUs CalTOB
BCET/1a MOMOTYT;
5. Tlpoitau oOydenue Ha caiite «CeTeBUYOK» U MOJTYYH MACHopT IU(PPOBOTO TpaXkIaHUHA!



Nudopmannonnas naMaTKa A5 00y4aroluxcs 1Jisi pa3MelleHus Ha o(puumuaabHbIX
HNHuTepHer-pecypcax

C Kax/pIM roJIoM MOJIOZIE)KH B NHTEPHETE CTAHOBUTHCS 0OJIbIIE, A IIKOJIBHUKU OJIHU U3
CaMbIX aKTMBHBIX IIOJb30Barenedl PyHera. Mexzay TeM, INOMHUMO OIPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HEceT U MpoOjemMbl. DTa maMsaTKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

Komnvromepuvie supycoi

KomnproTepHelii  BUpPYC — 3TO  Pa3HOBHJIHOCTH  KOMIIBIOTEPHBIX  IIPOrpamm,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHI0. B
AOIIOJIHECHUEC K 3TOMY, BHUPYCbl MOTI'YT MOBPCAUTH WJIM IIOJHOCTBIO YHHUYTOXHUTH BCC (1)3171_]'[131 n
JAHHBIE, MOJKOHTPOJBbHBIE IOJIb30BATENI0, OT MMEHU KOTOPOro ObUIa 3aIlylleHa 3apakKEHHas
nporpamMma, a TAKXKC MOBPCANUTH WM AK€ YHUUTOXHUTH ONCPAOUOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 1enoM. B G0IBIIMHCTBE CllydaeB pacpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

MeTop! 3aIUTH OT BPEIOHOCHBIX MPOTPAMM

1. Hcnonb3yit coBpeMEeHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOUINE CEePbE3HBIA YPOBEHB
3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrossHHO ycTaHaBiIMBai mMadTh (MHQPPOBBIC 3aIIATKH, KOTOPHIE aBTOMATHYCCKU
YCTaHABIIMBAIOTCS C ILIENBI0 TOPaOOTKU MPOrpaMMbl) M JIpyrue OOHOBJIEHHS CBOEH
omnepanroHHoi cucteMbl. CKaunBai UX TOJBKO ¢ OUIINATBLHOTO caiTa pa3paboTynka
OC. Ecnu cymiecTByeT pesKUM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEPE O]l MPaBaMU MOJIb30BATENs, a HE aJJMUHUCTpATOpa.
DTO HE MO3BOJHUT OOJNBIIMHCTBY BPEJOHOCHBIX MPOTpamMM HHCTANIUPOBATHCA HA
TBOEM IIE€PCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE NMPOTPAMMHBIE MPOTYKTHl U3BECTHBIX MPOU3BOAUTENEH, C

ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

Orpanudb QU3NYECKUI JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHHME HOCUTENU HHPOpPMAIMM, TaKue Kak (iem-kapra, TUCK HIN
(aiin U3 UHTEpHETa, TOJBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He otkpbiBail kOMIbIOTEpHbIE (Dailiabl, MOJydEeHHbIE M3 HEHAAEKHBIX HMCTOYHUKOB.
Jaxe Te aiisbl, KOTOpbIE MpHUCTAT TBOW 3HAKOMBIA. Jlydine yroyHu y Hero,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 310 He BU HIepeiau TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OpeH 1, Mapka. Emre
B 1991 rony Hunepnanackas kommanus 3aperucrpuponana Openn « WECA», uto o6o3Havano
cinoBocouetanne « Wireless Fidelity», koTopslii mepeBoIuTcs Kak «0ecrpoBOAHASI TOYHOCTHY.

Jlo Hamero BpeMeHHM Jolja jApyras aOOpeBuaTypa, KOTopas SBISeTCS TaKoOM ke
TexHoJsiorueil. 9to abopeBuatypa « Wi-Fi». Takoe Ha3BaHHEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINI 3ByKOBOM TexHUKHN Hi-Fi, uTo B mepeBoie 03HauaeT «BbHICOKAs TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(pe, OTCIX U a3ponopTax ABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJIa B UHTCPHCT. Ho mHorme OKCIICPThI CUUTAKOT, YTO 06H_IeI[OCTy1'IHBIC Wi-

Fi cetu He saBisgroTCS 0€30I1aCHBIMU.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmea0cTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBorwo nuuHyro uH(popmanui depe3 oOmiemnoctynHbie Wi-Fi cetn.
PaboTtass B HHUX, )KeJaTeilbHO HE BBOJIUTH IMApOJIM JOCTYyNa, JIOTUHBI U KaKHUE-TO
HOMEpA;

Hcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTpaMMBbl U Opanamayep. Tem cambIM TbI
o0e3omacuirb ce0s OT 3aKaYKu BUPYyCa HA TBOE YCTPOMCTBO;

[Ipu wucnonp3oBanuu Wi-Fi otkmoun ¢yaknuo «OOmmii goctyn k Qainam u
npuHTtepam». JlaHHas QyHKUMA 3aKpbiTa IO YMOJIYaHUIO, OJHAKO HEKOTOpBIE
10JIb30BATEIN AKTUBUPYIOT €€ [yl yA00CTBa MCIIOJIb30BaHUs B padoTe Wiu yueoe;

He ucnonesyit nyonuunsii WI-FI nns nepenaun nuuHbBIX JaHHBIX, HAapUMeEp IS
BBIXOJIa B COL[UAJIbHBIE CETU WU B JIEKTPOHHYIO IIOUTY;

Ucnonw3yit Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-ajpeca BBOIM UMEHHO «https://»;

B wmoOmwnbHOM Tenepone otkmoun  dynkiuio  «[lomkimrouenne k- Wi-Fi
aBToMarnueckw». He nomyckail aBTOMAaTHYeCKOro MOJIKIIFOUEHUs] YCTPONUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COIzﬂlel]leble cemu

ConuanbHble CeTH aKTHUBHO BXOJAT B HAIly >KW3Hb, MHOTHE JIOAU pabOTarOT U >KUBYT
TaM MOCTOsIHHO, a B Facebook yxke 3apeructprupoBan MusuiMapj 4eloBeK, 4TO SIBISIETCS OJHOMN
cenbMOM BceX KHUTelell MiaHeTbl. MHorue mnosib3oBaTeNd HE MOHMMAIOT, 4TO HH(OpMarus,
pa3MelieHHasl UMU B COI[MAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHa KEM YrOJIHO, B
TOM YHCJIE HE 0053aTEeNIbHO ¢ O0JaruMu HaMepEeHHSIMH.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B COoHaJIbHBIX CETAX:

1.

2.

Orpannup CIHUCOK Jpy3ei. Y TeOs B APY3bAX HE JODKHO OBITH CIy4alHBIX W
HE3HAKOMBIX JTIOACH;

3amuiai CBOI YacTHYIO XW3Hb. He ykaspiBail maposu, TeiaedoHbI, aapeca, AaTy
TBOETO POXICHUS M APYIyI0 JUYHYI0 HHGOPMAlNMIO. 3TO0YMBIIUIEHHUKH MOTYT
WCIIOJIb30BaTh Jak€ MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH ILIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3aiuiiail CBOIO peryTaluio - JIep>Ku ee B UNCTOTE U 3a/laBail ce0e BOMPOC: XOTeI Obl
Thl, 4TOOBI APYrue MOJIb30BATEIN BUIEIHU, YTO ThI 3arpyxkaemib? [logymaii, npexie
YeM UYTO-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

Ecnu ThI rOBOpHILE € JIFOJbMHU, KOTOPBIX HE 3HAElIb, HE UCIOJb3YH CBOE peaibHOe
UMS U JIPYryI0 JUYHYI0 HH(POpPMALUU: HMs, MECTO >KUTEIbCTBA, MECTO Yy4eObl U
npouee;

N3berait pazmerienus ¢potorpaduii B IHTepHeTe, rae Tl U300paxeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTIPEIEIUTh TBOE MECTOIOI0KECHHE;

[Ipu peructpaiuu B COIMAIBHON CETH HEOOXOIMMO UCTOIH30BATh CIIOKHBIE TTAPOJIH,
cocrosiue U3 OyKB ¥ HUQP U C KOJIUYECTBOM 3HAKOB HE MeHee §;

Jl7is conansHOM CeTH, MOYTHl U APYTUX CAaiTOB HEOOXOJMMO HCIIOJIb30BATh Pa3HbIe
naponu. Torga ecinu TeOs B3JIOMAIOT, TO 3JIOYMBIIIIEHHUKN TOTYYaT JOCTYI TOJBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Dnexmponnvle OeHveu

QHCKTpOHHLIC JACHBI'M — OTO OYCHb y,[[O6HLIfI croco0 HJIaTe)KCf/'I, OJIHAKO CYIICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT NOJYYHUTDb 3TU ACHBI'U.

aﬂeKTpOHHLIC ACHbI'n MOSABUINCH COBCEM HCIAABHO M MMCHHO H3-3a 3TOI'0O BO MHOI'UX
rocyaapCrBax 10 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHUPYIOT M O HHX YK€ INPONHCAHO B 3aKOHE, TIe HUX
pa3ensaloT Ha HECKOJbKO BHJOB — AHOHMMHBIE M HE aHOHUMHBbIE. Pa3sHuna B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOIMTH OIlepanuu 0e3 HICHTU(UKAIUU
M0JIb30BATENs, a B HE AaHOHUMHBIX UACHTU(HUKAIINN TOIB30BATENS ABISETCA 0053aTEIbHOM.

Taxxe crnexyer pa3iauyarh 3JI€KTPOHHbIE (UMATHBbIE NEHBIM (paBHBI T'OCYAAPCTBEHHBIM
BAJIOTaM) ¥ AJIEKTPOHHBIC HE (PUaTHBIE IEHBIU (HE PaBHBI TOCY/IaPCTBEHHBIM BATIOTAM).

OcCHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu K c4eTy MOOWIBHBIN TenedoH. DTO caMblii YAOOHBIIH M OBICTPBIN croco0
BOCCTaHOBUTH JOCTYN K cuery. [IpuBsi3aHHBIN TenedoH MOMOXKET, ecau 3a0yAellb
CBOM MUIATEKHBIN MApOJIb WIIA 3alI€1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcmonw3yii ogHOpa3oBbie mapoiu. [locie mepexoga Ha YCHICHHYIO aBTOPH3AIHIO
TeOe y)Ke He OyZeT yrpokaTh OMaCHOCTh KPaXKu WM IepexBaTa IJIaTeKHOTO HapoJis;

3. Bwibepu cioxHbIi mapoib. [IpecTymHmkam OyaeT HE MPOCTO YyrajlaTh CIOKHBIN
napoib. HanexHsle mapoau — 3To mapoJiu, KOTOpble CO/EpPKaT He MEeHee § 3HAaKOB U
BKJIIOUYAIOT B ce0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, HIU(PHI U HECKOJIBKO CHMBOJIOB,
TaKKMe KaK 3HaK JoJuiapa, GyHTa, BOCKIMIATEIbHBIN 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CailiTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNEeKTPOHHAsS MT0YTa — 3TO TEXHOJOTHS M MPEOCTABIISIEMBIC €I0 YCIYTH 10 TIEPECHIIKE U
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEICISIIOTCS B KOMITBIOTEPHOUW CETH.
OO0OBIYHO AIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obpazom:
WUMsI_TIOJIB30BATENA(@WHUMS_JIOMEHA. Takke KpoMmMe TMepeaayd IPOCTOro TEKCTa, HMMEETCs
BO3MOJKHOCTB TIepe/1aBaTh (aiibl.

OCHOBHBIE COBETHI IO O€30TIaCHOM pabOTe C IICKTPOHHOM IMOUYTOM:

1. Hano BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEPBUC. B HHTEpHETE €CTh OTPOMHBINA BBIOOD
OecIJIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIY4IIe JOBEPATH TEM, KOTO 3HACIIb M KTO
MEPBBII B PEUTUHIE;

2. He yka3piBaii B TUYHOW mouTe JUYHYIO MHpopManuoo. Hampumep, nydiine BeIOpaTh
«MY3BIKQTbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonp3yii IByXdTanmHy0 aBTOPU3ALMIO. DTO KOTJa TOMHUMO MapoJis HY>KHO BBOJIUTH
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BeiOepu CIOXHBIN Mapoib. [ KakIOro MOYTOBOTO SIIMKAa JIOJDKEH OBbITh CBOM
HaJIeKHBIM, YCTOMUMBBINA K B3JIOMY [1apOJib;

5. Ecnu ectb BO3MOXKHOCTh HamucaTbh CaMOMY CBOM JIMYHBINH BOMPOC, UCHOIB3YH 3Ty
BO3MOKHOCTb;

6. Hcmonb3yili HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBBIi Uii YacTHOW MEpPEnmucKd C
ajgpecataMH, KOTOPbIM Tbl JIOBEpsiellb. OJTO OJJIEKTPOHHBIA aapec He HaAo
WCIOJIb30BaTh MPH PErucTpaluu Ha GopyMax U caiTax;

7. He oTkpbiBaii ¢ailnbl U apyrue BIOXKEHHS B MUChMaxX AaK€ €CIU OHU MPHIUIH OT
TBOUX Jpy3el. JIydie yTouHu y HUX, OTIPABJISUIN M OHU TeOe 3TU (hailibl;

8. Tlocne oxoHuaHusi pabOTHl Ha TOYTOBOM CEPBUCE TMEpell 3aKPHITUEM BKIAJIKU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvHoe uz0e6amenbcmeo

KubepOymnuHr — TpecieioBaHUEe COOOIICHUSMH, COJEPKAIIMMH  OCKOPOJICHUH,
arpeccuio, 3alyruBaHKe; XYJIUTaHCTBO; COIMAIbHOEC OOMKOTHPOBAHHME C MOMOIIBIO Pa3IMYHbIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 60i. Jlydqmuii cioco0: mocoBeTOBaThCS Kak ceOsi BECTH U, €CIU HET

TOr0, K KOMY MOKHO OOpaTUThCS, TO BHadajle YCHOKOMTbcs. Ecin Thl HadyHellb

0TBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJEHHs, TO TOJIGKO emie OOJIbIIe Pa30iiKellb

KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranmei;

3. AHOHMMHOCTH B ceTH MHUMas. CyIIEeCTBYIOT CIMOCOOBI BBISCHHTH, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJaUTraHCKHUi oOpa3 BUPTyallbHOU U3HU. VIHTEpHET QUKCUpPYET BCe

TBOU JICHCTBUSA U COXPAHAET UX. Y IaJUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;

Colmroaii cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit enuuuunHblii HeratuB. OIHOpPa30Bble OCKOPOUTEIbHBIE COOOIICHUS

Jyyiie urTHopupoBath. OOBIUHO arpeccust MpeKpalaeTcs: Ha Ha4yaJlbHOM CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COLIMATIBHBIX
CeTSIX €CTh BO3MOJKHOCTb OJIOKMPOBKHM OTIPaBKU COOOLIEHUI C OMNpeeeHHbIX
aJpecoB;

8. Ecim T1H1 cBugerens kubOepOyumHra. TBoum JeWcTBUA: BBICTYIMTH IPOTHUB
IIpecieaoBarens, IOKa3aTb €My, YTO €ro JEHCTBUsA OLEHUBAIOTCA HETaTUBHO,
NOJJEPKATh KEPTBY, KOTOPOH HyKHA ICHXOJOTMYecKas IOMOIb, COOOLIUTH
B3pOCIIBIM O (PaKTE arpecCUBHOTO MOBEACHUS B CETH.

N

o o

Mobunvubiit meneghon

CoBpemeHnHble cMapT(OHBI U IIJIAHIIETHI COJAEPXKAT B ce0e BIIOJIHE B3POCIHbIN
(GyHKIMOHAN, U Temepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMH KOMIIBIOTEPAMH.
OpHako, CpeACTB 3alIUThI AJS MOJA0OHBIX YCTPOUCTB MOKa OYEHb Majio. TecTUpOBaHKE U TIOUCK
ySI3BUMOCTEH B HUX IMPOUCXOTUT HE Tak MHTEeHCUBHO, Kak juia 1K, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHUI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHaKO pacimupeHue (yHKIMOHaIa Ble4eT 3a co00il OOJBIIYI0 CIOXKHOCTH M MEHBIIYIO
3aIUIIEHHOCTD.

[[aneKo HC BCC IPOU3BOJUTCIIN BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKPbIBAIOIIUEC KPUTHUYCCKUC
YA3BUMOCTHU I CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI 1151 6€301aCHOCTH MOOHIIBHOTO TenedoHa:

1. Hwuuero He sBisieTcss MO-HacTosleMy OeclUlaTHbIM. Byab ocTopoxeH, Beib Koraa
TeOe mpeanararoT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBbITb CKPBITBI KaKHE-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, npexae uyem otnpaButb SMS, ¢oto nim Buneo. Thl TOUYHO 3HAElIb, I/I€ OHU

OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Wcnounp3yil aHTUBUPYCHBIE TIPOTPaMMBI JUIi MOOMIIBHBIX Tele(OHOB;

w
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5. He 3arpyxail npuiaoxeHus: OT HENW3BECTHOTO MCTOYHUKA, BEJb OHU MOT'YT COJIEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCTIeYeHNE;

6. Ilocme Toro Kaxk THl BBIMJCIIb C CaliTa, I/ie BBOAWI JHYHYIO MH(POPMALHIO, 3aia1 B

HacTpoiiku Opay3epa u yaanmu cookies;

[lepuoandecku mpoBepsid, KaKue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. aBaii cBOii HOMEp MOOMIBHOTO Tene(oHa TOJBKO JIIOMSAM, KOTOPBIX Thl 3HACIIb H
KOMY JIOBEpSICIIb;

9. Bluetooth momxkeHn ObBITh BBIKIIOYEH, KOT/Ia Tl UM HE MoJIb3yelibcs. He 3a0biBaid
WHOT/Ia IPOBEPSATH 3TO.

~

Online uepul

CoBpeMeHHbIE OHJAMH-UTPBl — 3TO KpPAacCOYHbIE, 3aXBaThIBAIOLINE pa3BICUYEHUS,
00BEAMHSIOIINE COTHU THICAY YEJIOBEK M0 BCeMy MUpY. Vrpoku mccienytoT NaHHbBI UM Mup,
oOIIAI0TCS APYT € APYrOM, BBIIOJHSIOT 33JaHUs, CPAXKAIOTCSI C MOHCTPAMHU M IOJIy4arOT OIIBIT.
3a yIOBONBCTBUE OHM ILIATAT: MOKYMNAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT WIH NPHOOpEeTaroT
KAaKHe-TO OIIIHH.

Bce a1t cpenctBa uayr Ha mMOAJEp)KaHWE M pa3BUTHE WIPbl, a TakXkKe Ha caMmy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIE MAaT4H
(urdpoBkIe 3amIaTKy Ui IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTrpax CTOUT OMacaThbCsl HE CTOJBKO CBOMX COTEPHHUKOB, CKOJIBKO KPaKH
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpox BeaeT ceOs MmIoXo WK CO3/aeT TeOe HEeMPUATHOCTH, 3a0IOKUPYH
€ro B CIHCKE UTPOKOB;

[loxanyiics agMUHUCTpAaTOpaM UWIPbl HA IIJIOXO€ TMOBEACHHE JSTOTO HIpoOKa,
JKeJaTeIbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPHUHOB;

He yxaspiBait tnunyto nHpopManuo B mpodaiisie urper;

VYBaxkall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

Hcnonb3yit ciioXHbIE U pa3HbIe apoJIu;

Jlaske BO BpeMsi WIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYyc. [loka Tbl urpaermib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

N

No ok ow

Duiune unu Kpasica Tu4Hsvlx OaHHBIX

OObIYHON Kpaked JIeHer M JOKYMEHTOB CEroJHs YK€ HUKOro He yauBufib, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEMECTHINCh B HHTEpPHET, U
MIPOJIOJIKAIOT 3aHUMATHCSI «JTFOOUMBIMY JETTOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILUHT, IJIaBHAas LEjb
KOTOPOTI'O COCTOUT B MOJYy4YE€HUM KOH(UICHIMAIBHBIX JAaHHBIX I0Jb30BaTeNIel — JIOTMHOB U
naposieil. Ha anrnuiickom s3bike phishing unraercs kak ¢umuHr (ot fishing — priGHas noBis,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (HPUIINHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecnu Tel mojo3peBaelb, YTO TBOsI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKUPOBaTh €€ M COOOLIUTH AJAMUHUCTPATOPaM
pecypca 00 3TOM KakK MOKHO CKOPEE;
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2. Ucnonw3yih Oe3zomacHble BeO-CaiiTbl, B TOM YHCIIE, WHTEPHET-MArasuHOB U
IIOUCKOBBIX CUCTEM;

3. Hcnounb3yit cnoxHble U pasHble maponu. Takum oOpa3oM, eciu Tebs B3JIIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4YaT JAOCTYI TOJBKO K OJJHOMY TBOEMY HPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnm Tebs B3nOMand, TO HEOOXOAMMO TMPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE T0OABJICHBI Y T€OsI B APY3bsiX, O TOM, YTO TEOs B3JIIOMAJH M, BOBMOXKHO, OT

TBOETO UMEHH OY/IET pacChUIATHCS CIIaM U CCHUIKM Ha (PUIITMHTOBBIE CAMTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOWIBHBIA TenedoH;

OTxIIroun coxpaHeHue naposs B Opaysepe;

7. He otkpsiBail (aiinbl u Apyrue BIOXKEHUS B MUCbMAax Ia)K€ €CIM OHH IMPHIUIA OT
TBOUX JApy3ell. Jlyulie yTouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (PaiJIbl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3T0 HEraTUBHAS WM NMO3UTHBHas MH(poOpMalus B ceTH O Tele.
Kommnpomerupytomas uHpopMaiius pa3MelleHHas B MHTEPHETE MOXKET CEepbe3HbIM 00pazoMm
OTpa3uThCs Ha TBOEH peanbHOU *u3HU. «l{udposas pemyrauus» - 3T0 TBOM UMHJK, KOTOPBII
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo JKUTETbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHHE, 0COOEHHOCTH XapakTepa
M paccKasbl 0 OJIM3KHX — BCE 9TO HAKAIUIMBAETCS B CETH.

MHor#e MoJPOCTKHU JIETKOMBICJICHHO OTHOCSTCS K MyONHMKAlUU JIMIYHOH MHPOPMAIIUHU B
WuTepHere, He MOHMMAs BO3MOXHBIX MOCIEACTBHMA. ThI Jaxke HE CMOXKEIIb JIOTAAaThCSI O TOM,
yTo poTorpadus, pazmerieHHas S JIeT Ha3a/l, CTajxa MPUYNHOM O0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapun, pasmernieHue TBouX ¢ororpaduii W Apyrue ACUCTBUS MOTYT HE
UCYE3HYTh JaXke IOcjJe TOro, Kak Thl WX YJaJIullb. Tbl HE 3HAeNlb, KTO COXpaHWI 3Ty
uH(pOopMalIKIO, ToNala U OHAa B MOMCKOBBIE CUCTEMbl U COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO
MOAYMAaloT 0 Te0e OKpy)Karolllee JIIOAU, KOTOpble HaWayT U yBUAAT 3T0. Haiitu undopmanuio
MHOTO JIET CIIyCTS CMOXET JI000H — Kak M3 AO0OpbIX MOOYXKIEHUH, TaK U C HaMEpPEHUEM
MPUYMUHUTE Bpel. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aITUTE MU(PPOBOM PEITyTALIMH:

1. Tlomymaii, mpexae 4eM 4YTo-TO MyOJIMKOBaTh M TiepeiaBaTh y ceOs B Onore wim B
COIIMAJIBHOM CETH;

2. B Hactpoiikax npo¢uis yCTaHOBH OTPaHUYCHHUS HA MIPOCMOTP TBOETO MPOQHIIS U €T0
COJICPKMMOTO, CICIIai ero TOIBKO «UIs APY3eh»;

3. He pa3memaii u He yka3biBaili ”HPOPMALIUIO, KOTOPAs MOXKET KOTO-JTHOO0 OCKOPOJISATH
HJIM OOHKATh.

Aemopckoe npago

COBpeMeHHHC MKOJIBHUKHW— AaKTHUBHBLIC TII0Jb30BaTCIN I_[I/ICI)pOBOFO MMpOCTPAHCTBA.
O,Z[HaKO JaJICKO HC BCC 3HAIOT, YTO IIOJIb30BAHHUC MHOTHMMH BO3MOXHOCTAMU I_II/I(I)pOBOl"O MuUpa
Tpe6yeT CO6J'IIOI[CHI/I$I IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTEIUIEKTyalbHass COOCTBEHHOCTHY» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM
YeJI0OBEUECKOro yMa, HauMHasi ¢ HOBBIX M300pEeTeHUI 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha TpPOAYKTHI M YCIYrM , M 3aKaH4YMBas KHUTamH, (oTtorpadusiMu, KUHOQUIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE IIpaBa — 3TO MPaBa Ha HHTEIICKTYAJbHYIO COOCTBEHHOCTh Ha IIPOU3BEICHUS
HayKH, JINTEpaTypbl U UCKycCTBA. ABTOPCKHE IIpaBa BHICTYIAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKUN TPYA aBTOpa HE OyIeT HampacHBIM, JACT €My CIIpaBeIMBBIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ylbTaTaxX CBOEro TPyZAa, MOJYYUTh U3BECTHOCTh U NMPU3HAHHUE.
HuxkTo 6e3 paspemnieHust aBTopa He MOXET BOCIIPOU3BOIUTE €ro MPOU3BEICHHE, PACIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOAABATh, MMIOPTHPOBATH, IyCKAaTh B TPOKAT, ITyOIMYHO
WCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3MmenaTs B IHTepHeTe.

Hcnonb3oBaHue «IMPaTCKOro» MPOrpaMMHOIO 00ECIIEYeHHsI MOKET IPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaMm J0 OJOKHPOBKH TBOETO YCTPOWCTBA, T
YCTaHOBJICHHBIM HE JerajibHas mnporpamma. He crout Ttaxke 3a0bIBaTh, YTO CYILECTBYET
JerajgpHble U OecIIaTHbIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane

CereBUYOK.p — TBOM TJaBHBI COBETYMK B CETU. 3/1€Ch Thl MOXENIb Y3HATh O
0€30MacHOCTH B CETU TOHSITHBIM W JIOCTYITHBIM SI3BIKOM, & MPH BO3HUKHOBEHUH KPHUTHYECKOM
CUTyallMi OOpaTUTHCSA 32 COBETOM. A Takke MPHUHATh y4acTHE B KOHKYpPCAaX U CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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